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Simple Password Sniffing with Wireshark

What in the world is she saying?!?!

Laura Chappell , the narrator in the video, is talking about Transmission Control Protocol (TCP). This is one way computers talk to one another. The first thing that happens when computers want to talk to each other is called the handshake.

 Establishing a connection (called the handshake): First the sender (the client) sends a SYN to the destination computer (the server). The server responds to the sender with a SYN-ACK which confirms that the destination computer is on and is listening. Then, the client sends an ACK back to the server to confirm it got the SYN-ACK
	What a human says
	Hello!
	Hello! How U doin’?
	How U doin?
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	What that sounds like in TCP talk
	SYN
	SYN-ACK
	ACK


	What a human says
	Son!?!?! Are you listening to me?!?!
	
	Did you even hear a word I said?

(repeats until she gets a response or just gives up because he took too long to respond)
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	What that sounds like in TCP talk
	SYN
	
	(Wait 4 minutes for a SYN-ACK then

give up)


SYN (Synchronize sequence numbers) – a notification from the sender to the receiver that this is the first packet of information 

ACK (Acknowledgement) – a message used in the Transmission Control Protocol (TCP) to acknowledge receipt of a packet.
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TCP Stream –

 Transmission Control Protocol (TCP)  -- TCP focuses on the two ends of a transmission the sender and the receiver (like your web browser and Facebook’s servers). The sender is an application program --like Internet Explorer, Safari, Firefox, or the program you use for email like Outlook or Thunderbird. The sending program sends packets of information to the receiving computer. Then, as the receiving computer gets each packet, it sends a message back to the receiving computer to say it got the packet (called an acknowledgement). It is possible for packets to get lost or come out of order. The TCP resends the lost packets and reorders all the packets when they all have arrived safely.   
· Ordered data transfer - the destination host rearranges according to sequence number[2]
· Retransmission of lost packets - any cumulative stream not acknowledged is retransmitted[2]
· Discarding duplicate packets

· Error-free data transfer (The checksum in UDP is optional)

· Flow control - limits the rate a sender transfers data to guarantee reliable delivery. The receiver continually hints the sender on how much data can be received (controlled by the sliding window). When the receiving host's buffer fills, the next acknowledgment contains a 0 in the window size, to stop transfer and allow the data in the buffer to be processed.[2]
· Congestion control [2]
· LISTEN : In case of a server, waiting for a connection request from any remote client.

· SYN-SENT : waiting for the remote peer to send back a TCP segment with the SYN and ACK flags set. (usually set by TCP clients)

· SYN-RECEIVED : waiting for the remote peer to send back an acknowledgment after having sent back a connection acknowledgment to the remote peer. (usually set by TCP servers)

· ESTABLISHED : the port is ready to receive/send data from/to the remote peer.

· FIN-WAIT-1

· FIN-WAIT-2

· CLOSE-WAIT

· CLOSING

· LAST-ACK

· TIME-WAIT : represents waiting for enough time to pass to be sure the remote peer received the acknowledgment of its connection termination request. According to RFC 793 a connection can stay in TIME-WAIT for a maximum of four minutes.

· CLOSED

(UDP Stream, SSL stream)
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